CRITICAL INSIGHTS

RESEARCH FOR PRECISE PRAGMATIC DIRECTION

Development of an
Electronic Medical Records System in Maine

Exploratory Resear ch Results
— Executive Summary —

BACKGROUND

Presently, Maineis in the process of developing one of thefirst statewide systems in the nation
which would enable electronic clinical information-sharing among health care providers. As part of the
planning and development process for the launch of this system, HealthInfoNet (the organization
spearheading the initiative) commissioned a research effort with the aim of better understanding the
perspectives and concerns of Maine residents regarding how their personal medical information may be
shared in the future.

HealthinfoNet engaged the services of Critical Insights — a Portland-based, nonpartisan public
opinion research firm —to assist the organization with obtaining consumer input concerning the proposed
system. Specifically, HealthinfoNet commissioned a series of exploratory discussion sessions across the
state, as well as several items which wereincluded on the Critical | nsights on Maine™ Tracking Survey,
a comprehensive, statewide public opinion survey of Maine residents. This summary document
highlights key findings from the resulting research efforts.

METHODOL OGICAL OVERVIEW

Given the need to engage consumers in an in-depth discussion of health care-related issues, a
qualitative solution was employed whereby a total of eight focus groups were convened with area
residents in several geographic disperse locations across Maine (Portland, L ewiston, Bangor, and Presque
Isle).

Since“consumers’ in Maine represent afairly broad continuum of awareness and engagement
with topical issues — ranging from residents who are heavily involved and socially aware to those who are
less engaged in the issues of the day — it was the position of Critical Insights that, for this assignment,
“consumers’ should be broken into two distinct groups: general residents and residential opinion leaders.

General residents who took part in the discussion groups were simply a demographically
appropriate, cross-sectional sampling of adult heads-of-household in Maine. Opinion leaders who took
part in the sessions occupy positions — both in the public and in the private sector in the communitiesin
which they reside — in which they affect and shape public opinion and included business owners,
community influencers or leaders, secular/rdigious leaders, and individuals who possess personal or
professional accomplishments in a given community.
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A total of 75 participants took part in the eight discussion sessions, 32 participants from the
general residential population and 43 residents who were classified as opinion leaders through a detailed
eligibility screening process.

For the companion quantitative study, Critical Insights completed atotal of 600 random telephone
interviews across the state between October 16™ and 23, 2006. With a sample of 600 interviews which
are geographically and demographically representative of the statewide population, results have an
associated margin of error of +4.0 percentage points at the 95% confidence level.

KEY TAKEAWAYSFROM THE RESEARCH

Many Mainers see poor coordination among medical care providers as being problematic,
particularly with regard to transfer and accuracy of medical records. Further, a sizable bloc
of residents is also worried about the possibility of experiencing medical errors. Electronic
medical records are seen as potentially having a favorable impact on assuring clear,
comprehensive communication among providers.

While thereis little consensus among residents concerning the process of obtaining one's
medical records, Mainers are very interested in doing so, principally in order to be more
informed about their own care. Electronic medical information-sharing could enabl e patients
to be more effective advocates for their own care.

Mainers appear optimistic about the potential benefits of an dectronic medical information
system, but this optimism is somewhat tempered by concerns about possible security failures
and risks of unauthorized access. Indeed, while residents see possibilities for increased
efficiency, reduced paperwork, and a reduction on the time required to access care, many
Mainers express trepidation about security and sought clear assurances about safeguards that
would assure privacy and prevent unauthorized access.

Credibility in the system administrator and the resulting trust in the electronic medical
records system appear paramount to Mainers. Indeed, Maine residents would seek a viable,
trusted entity to oversee the process from development through ongoing administration.
Consumers are highly skeptical of any involvement on the part of the state in the process and
also express concerns about the level of involvement of insurers, employers, drug companies
or any other entity who might seek to benefit from the information or negatively impact
patients as a result of accessing personal medical records.

SUMMARY HIGHLIGHTSFROM THE RESEARCH

Top-of-Mind Issuesin Health Care

Not surprisingly — given the tenor of much of the current health care debate in Maine — many of
the issues identified by participants in the discussion groups centered on issues of cost, with several
comments being harshly critical of the costs of health insurance and of health carein general.

Moving forward, strong consideration should be given to positioning the HealthinfoNet initiative
with an eyetoward efficiencies that will result not only in improved quality of care, but also inincreased
cost contai nment.
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Per spectives on the Concept of Coordinated Care

When asked to comment on the concept of care coordination, many participants in the discussion
sessions were critical of what they felt was a distinct lack of coordination among their health care
providers.

Similarly, amajority of Maine residents polled in the companion Critical I nsights on Maine™
Tracking Survey claimed that coordination of information among care providersis a problem at some
level, with close to 4-in-10 characterizing it asa“minor problem,” while 2-in-10 residents seeit asa
“major problem.” This degree of perceived problems in care coordination is noteworthy, given that 9-in-
10 residents polled in the study also believe that well-coordinated care among different providersis “very
important.”

Much of the criticism in the discussion groups which was levied against Maine health care
providers focused on poor or absent communication between and among practitioners. Specifically,
participants isolated the issue of patient information and, more specifically, medical records as a key
component driving the communication breakdown among providers (e.g. failure to transfer records
between care providers, incomplete records, and out-of-date records).

Notably, perceived poor communication among providers has put many Mainers on the defensive
about assuring the quality of carethey personally receive, particularly with regard to shifting the burden
of policing their medical information from providers to the patients themselves. As aresult, residents
observed that today’ s patients have been forced to become their own care advocates.

Similarly, when Mainers were asked in the companion public opinion poll to gauge how worried
they are that they or family member would experience a medical error or mistake (such as a wrong drug
or dose of medicine, incorrect lab test results, or a medical or surgical error), over half of the residents
polled (54%) claimed to be either “very worried” (19%) or “somewhat worried” (35%).

Given the degree of frustration and criticism Mainers cited over the role poor communication —
much of it rooted in issues tied to medical information — plays in negatively affecting care coordination
and possibly resulting in medical errors, consideration should be given to positioning HealthinfoNet’s
efforts as having a significant and favorable impact on assuring clear, comprehensive communication
among providers and, subsequently, more well-coordinated, error-free care.

Per spectives on Accessto Medical Records

When asked to discuss the ease of access both they and their physicians have to personal medical
records, group participants beieved that physician-level accessis hot a problem, but that the accuracy or
completeness of therecord itsdf is more often an issue.

In discussing gaining access to their own medical records, however, few participants in the
discussion groups characterized the process as easy and while most viewed it at least as being
inconvenient at some level, there was no consistent, comprehensive perspective concerning the process
itsdf. Nevertheless, despite inconsistency in residents’ perspectives over accessing their own medical
records, when the idea was raised, virtually all Mainers appeared interested in being able to do so,
particularly with respect to being an advocate for their own care.
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Similarly, in the companion public opinion poll, fully 9-in-10 residents believe that it is “very
important” that they have easy accessto all their medical records.

As such, strong consideration should be given to positioning the HealthInfoN et project as better
enabling residents to be sdlf-advocates and appropriately equipping them to take charge of being informed
about their own care.

Observations on Health Care Communication

The vast majority of Mainers who took part in the discussions claimed to communicate with their
health care provider through traditional channels and the nature of the communication is generally one-
sided. However, while most Mainers seemed accepting or at least tolerant of the existing mode of
patient-physician communications, many appeared open to exploring other options — such as Email or the
Internet —inthe interest of greater efficiency.

However, at thistime, a sizable bloc of residents who took part in the discussion sessions appear
comfortable using Email or ssimilar channels only to address less-sensitive, more tactical issues such as
appointment setting. At present, while there is some receptivity to the utilization of secure websites for
communicating things such as test scores, palpable concerns do exist.

As aresult, HealthinfoNet should be careful in positioning theinitiative's aims, particularly with
respect to consumer concerns about the reduction/elimination of the human eement in health carein the
interest of greater efficiency. Care should be taken to reassure concerned residents that the project’s
scope will not completely automate the healthcare process, but rather would complement existing
procedures and increase both efficiency and, ultimately, quality of care.

General Observations on Electronic M edical Records and Technology in Health Care

When asked to react to the concept of “electronic medical records,” Maine consumers expressed a
mix of optimism concerning the potential benefits of such a system, as well as some fairly specific
concerns about potential security failures and risks of unauthorized access.

Notably, most participants who took part in the discussions were not familiar with the specifics or
the details concerning electronic medical records at the outset, yet after the concept was introduced,
nearly all participants had a fairly clear understanding of the nature of the process and — most importantly
— the potential benefitsin terms of increasing efficiency, reducing paperwork and cutting down on the
timerequired to access care.

However, particularly among older residents, concerns did exist about the nature of how the data
would be stored, where it would be stored and how it would be safe-guarded and backed-up. Also, there
also existed a general skepticism about overall security and how safe the information would be from
hackers whilein transit, if it were transmitted electronically. At minimum, expectations from consumers
are that the information would be encrypted and, where appropriate, password-protected.

Managing Accessto Electronic M edical Records

Notably, while many consumers appeared acutely concerned with the technical notion of security
(such as preventing “hacking”), there was an equally robust level of concern about preventing internal
breaches or unauthorized access.
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Indeed, though most participants in the sessions believed that technology could make their
records technically secure through processes like encryption, there was pal pable concern about who
would be granted access to information or, worse, gain access through illicit means. As aresult, many
consumers would expect such a system to include a variety of safeguards to prevent unauthorized access
(e.g. username and/or password, date/time stamps for access, and comprehensive records of access).

While consumers redlize that their primary care physician and others charged with their direct
treatment should have access to their records, there was also a growing realization over the course of the
discussions that othersin their physician’s office, clerical workersin hospitals, and other non-care
providers could also be accessing confidential medical records. Asaresult, consumers believed that
access would need to be rigorously managed from an authorization standpoint.

Importantly, in the area of access management, consumers expressed specific concerns about
select parties gaining access to sensitive, personal medical information. Insurers, in particular, are of
notable concern to Mainers, as are select for-profit entities, such as pharmaceutical companies.
Surprisingly, only aminority of participants acknowledged that presently, insurance payers have access to
personal medical information. However, the articulation of these concerns does illustrate consumers
fairly strong sense of distrust for insurers and others who might seek to gain from or harmindividuals asa
result of obtaining access to medical information, particularly sensitive data.

While proper technical infrastructure must be incorporated into the project plan and subsequently
communicated clearly and simply to Maineresidentsin order to gain a basic level of trust, HealthinfoNet
must also determine how best to address the notion of access management. While an entity with a
credible (read: non-state entity) technical background would be deemed trustworthy to develop and
manage the infrastructure, consumers appear more acutely concerned with the issue of who is accessing
their medical information and why. Given serious concerns about state, employer, and insurer
involvement, HealthlnfoNet must communicate with consumers in such a way that concerns about the
public-private partnership are properly allayed.

Observations on the Trade-Off Between
Concerns About Electronic Recordsvs. Improved Coordination of Care

At the conclusion of the discussion groups, participants in the sessions were asked to think about
their overall feelings about the prospect of having an electronic medical records system in placein Maine
and were then asked to weigh the potential benefits of such a system against the possible risks that might
be associated with the el ectronic storage and transfer of personal medical data.

Notably, virtually all participants in the sessions indicated that the benefits of such a system
would outweigh any concerns that may exist about the transfer of medical records electronically. Indeed,
of the 75 individuals who took part in the sessions, fewer than 15 opted for the scenario whereby concerns
about security would outweigh improved care coordination.

While dissent was exceedingly limited, the vast majority of these sentiments came from
participants in the general public sessions, with many of theseindividuals being older and exceedingly
mistrustful of technology, particularly computerization of processes.
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