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Overview of Presentation

• Key Concepts
• Applicable Confidentiality Laws
• Key Provisions Regarding Privacy and 

Security of General Health Information
• Other Laws that Protect Special Categories 

of Health Information



WHAT ARE THE LAWS?



Federal law passed in 1996 that established 
national standards for the privacy and security 
of health information.

Health Insurance Por tability and 
Accountability Act  (HIPAA)



State law passed in 1997 that established state 
standards for the privacy of information.

Maine’s General Confidentiality 
Law--22 M.R.S.A.  Section 1711-C



DOES FEDERAL OR STATE LAW 
APPLY?



General Rule About Which Law Applies.

HIPAA applies unless the state law is contrary to and 
more stringent than the state law. 



WHAT TYPES OF ENTITIES DO 
THE CONFIDENTIALITY LAWS 

APPLY TO?



HIPAA applies to:

• Health care providers
• Health care clearinghouses
• Health care plans



• Health care practitioners
• Health care facilities

Maine’s general confidentiality law applies to:



WHAT INFORMATION IS 
PROTECTED?



HIPAA-- Protected Health Information (PHI)

Information, including demographic information, that is--

• created or received by a covered entity, and 
• relates to the provision of health care or the 

payment of health care, and
• identifies an individual or can be used to identify 

an individual.



Information that directly identifies the individual and 
relates to--

• individual’s physical, mental or behavioral 
condition, 

• personal or family medical history,
• medical treatment or the health care provided to 

that individual. 

Maine’s General Confidentiality Law--Health 
Care Information



WHAT DO THE LAWS SAY?



Standards for the Privacy of Information



A covered entity may not use or disclose protected 
health information except as permitted or required 
by the regulations.

General Rule for Privacy of Information Under 
HIPAA



A covered entity is permitted to disclose protected 
health information to the following without patient 
authorization--

• to the individual;
• for treatment, payment, or health care 

operations;
• to a “business associate” of the covered entity.

Some Exceptions to the General Rule Under 
HIPAA



General Rule for Disclosures Under Maine’s 
General Confidentiality Law

An individual’s health information is confidential and 
may not be disclosed except as provided in the statute.



Some Exceptions to the General Rule Under 
Maine’s General Confidentiality Law--

• to the individual;
• to another health care practitioner or facility;
• to an agent or employee of the health care 

practitioner or facility.



Standards for the Security of Information



General Rule for Security of Information under 
HIPAA

Privacy Rule requires covered entities to adopt 

safeguards for all PHI.

• Covered entity must have appropriate 
administrative, technical and physical 
safeguards to protect the privacy of PHI.



Security Rule requires covered entities to adopt 

comprehensive security requirements for EPHI.

1. Standards--

• Administrative  
• Physical   
• Technical



• Access management
• Audit controls
• Person or entity authentication
• Transmission security and encryption

Some examples of standards--



2.  Implementation Specifications



General Rule for Security of Information Under 
Maine’s General Confidentiality Law

• Health care practitioner or facility is required to 
develop and implement policies and procedures 
to protect the confidentiality, security and 
integrity of health information.



ARE THERE OTHER LAWS THAT 
PROTECT SPECIAL CATEGORIES 

OF HEALTH INFORMATION?



Special Categories of Information Subject to 
Heightened Protections under Federal or State 
Law--

• Mental health
• Substance abuse
• HIV/AIDS



Heightened Protections Include:

• Disclosure made with patient authorization only.
• Limitations on redisclosure of certain types of 

information.


